
   

   
 

VMware NSX: Install, Configure, Manage [V4.0]  

Course Duration: 40 Hours (5 Days) 

The VMware NSX: Install, Configure, manage [V4.0] course is a comprehensive program designed for 

network and security professionals to learn how to install, configure, and manage VMware NSX 

environments. This training covers the core components of the NSX platform, including the architecture, 

Logical switching, Logical routing, Bridging, and Firewalls, as well as advanced features such as Threat 

prevention, services, and user and role management. It also delves into NSX Federation for multi-site 

networking and security. Through the course, learners will gain an understanding of the VMware Virtual Cloud 

Network vision and how NSX fits into the product portfolio, offering benefits such as Micro-segmentation, 

Automation, and the ability to create and manage Virtual networks. Participants will acquire hands-on 

experience in deploying and managing NSX infrastructure, configuring logical switches and routers, 

understanding the Geneve encapsulation, and implementing security measures like the Distributed Firewall 

and Gateway Firewall. Advanced modules cover Threat prevention with IDS/IPS, NSX Advanced Load 

Balancer, and NSX Malware Prevention, as well as NSX Federation capabilities, ensuring students are 

equipped to tackle real-world networking challenges in VMware-based data centres. 

The VMware NSX: Install, Configure, manage [V4.0] course is ideal for IT professionals involved in network 

and security virtualization. Target audience for the VMware NSX course includes: 

• Network Engineers and Architects 

• System Administrators with a focus on network infrastructure 

• Security Engineers and Architects 

• IT Professionals working with virtualized networking solutions 

• Data Centre Operations staff 

• Cloud Infrastructure Engineers 

• Network Security Specialists 

• Network Operations and Compliance staff 

• VMware Administrators and Consultants 

• Technical Support and Operations Personnel 

• Professionals seeking VMware NSX certification 
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